
Annexure to Common Criteria Certificate Number: lC3S/BGO1/HALTDOS/EALZ|O31710008

lndian Common Criteria Certification Scheme (lC3S)

Government of lndia, Ministry of Electronics & lnformation Technology

STQC Directorate, 5 CGO Complex, New Delhi 110003

The product below has been evaluated under the terms of lndian Common Criteria Certification Scheme (lC3S)

and has metthe stated Common Criteria requirements. The scope of the evaluation and the assumed usage

environment are specified in the body of Certification Report No. |C3S/BG01/HALTDOS/EAl2lO3t7l0008/CR

Version: 1.0, Dated: tL.Oz.z}tg,which is available in the website: www.commoncriteria-india.gov.in

Sponsor M/s Hahdos.com Private Limited, E - 52, Sector - 3, NOIDA, UP, lndia - 201301

Developer M/s Hahdos.com Private Limited, E - 52, Sector - 3, NOIDA, UP, lndia - 201301

Security Target

Reference

ldentification

Securiiy farget for HaltDos Mitigation Platform , v1.4, dated September t7 ,2018

Product and

Version

HaltDos Mitigation Platform version 1.1

Target of
Evaluation

ftattOos fUitigation Platform version 1.1 comprising of hdlnspector version 1.0, hdDeviceUl version 2.0,

hdDetectionService version 1.0 and hdCLl version 2.0.

Evaluated

Configuration

File Name File size SHA512 Hash value of the file Software

Version

hdlnspector
( inspector-v1.1.tar€zl

3.27 MB 79c4b843ec505f 5dd2b1129f2aa35229528ee00

a2be5f 1181f723bc51cd147e45311d4e5ddd37

613c4b9b08a9c21 29 ea3l247 69086885e07a6b

5d6l7e523e',47

1.0

hdDeviceUl
(website-v1.1.warf

157 MB 27d4d596c51980fa19b427d21eddc3cdcd60ba
811912de 1810a099a 26b57e0 1fd Le7 c5207 284

0f 77e99 15d 340adf 6c04718bf 17927ea 3ed bdf 2

73c79a5a9c966

2.O

hdDetection

Service

(detection-v1.1.u/ar)

69.4 MB 85d046c5d8958ce7e0ad05d 5e387 l7 e9933O7 d

63a4c9cb61ed 19cOeebf 44298fi)b7 9lc7 3L2241

9469889571ca6e62c34192fd8c6383992873f ba

ba78db3f93b0

1.0

hdcLr

(console-v1.1.tar.gz)
10.3 KB 02f c5c 16d2d8f981dffa b2ac98c21658435ef e08

9sc7408d7b69f34e53965cb655861OU77 L99d

9577 d7 ecea9892b8d9d4950b955c6983d35ad4

17634d4349b0

2.0

Environment ioe XahOos Mitigation Platform is runnint on the top of the Ubuntu 16.04 operating system. lt has four

components: hdDeviceul and hdDetectionservice are running on tomcat server, hdlnspector is running on lntel

DPDK and hdctl to access system from remote system over trusted path (SSH)

Compliance to CC

Parl 2

Compliant

Compliance to CC

Part 3

Compliant

Evaluation

Assurance Level
(EAL)

EAt 2+ by adding AIC-CMC.3 and ALC-CMS.3

Evaluation Lab Common Criteria Test taboratory (CCTL), ETDC Bangalore, 100 Feet road, Peenya lndustrial Estate, Bangalore,

lndia

Date Authorized 25.O2.20t9 L\.ta "r'
a

HeadDate of lssue: 06.03.2019 Body



Indian Co**on Cntt o Cufiltcntion S cheme(lc3S)
Government of India

Ministry of Electronics & Information-Iecturology, STQC Directorate- 
6 CGO ComPlex, New Delhi 110003

certiricate Number: lc35/BG0uHAtTDOSl EALZI O3L7 lOOoS

product Namer HaltDos Mititation Platform version 1.1 comprisinE of hdlnsPector version 1.0,

hdDeviceUl version 2.0, hdDetectionservice version 1'0 and hdcLl version 2'0

Assurance Level: EAL 2+ (ALC-CMC.3, ALC-CMS.3)

certificate Report No: lc3S/8G01/HAtTDos/EAL2l0317/00o8/cR

version: 1.0, Dated: 11'02'2019

The product identified in the certificate has been evaluated under the terms

Common Criteria Certification Scheme (lC3S), at CCTL Bangalore, the ac

ot the lndian

testing laboratory

usinB the Common Methodology for lT Security Evaluation (Version 3'1 5) for conformance to

the Common Criteria lor lT Security Evaluation (Version 3.1 s).

Thls certilicate applies only to specitic version and release of the product in its evaluated configuration

(Refer Annexure and certification Report). The product's functional and assurance security

specifications are contained in the security Target, and the conclusions of the common criteria T€sting

Laboratory in the evaluation technical report are consistent with the evidence produced'

This certificate is not an endorsement of the product by any agency of the Government of lndia and no

warranW of the product is either expressed or implied.

,""O,ak*.,Date ol lssue: 06.03.2019

Cwtificnte of Pr o duct Ea aluation


